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$ dumpasn1 cert.der (1.6 KB)
0 1665: SEQUENCE {
4 1385: SEQUENCE {
8 3: [0] {

10 1: INTEGER 2
: }

13 8: INTEGER 68 53 A2 BA 39 45 04 A0
23 13: SEQUENCE {
25 9: OBJECT IDENTIFIER sha1WithRSAEncryption (1 2 840

113549 1 1 5)
36 0: NULL

: }
38 73: SEQUENCE {
40 11: SET {
42 9: SEQUENCE {
44 3: OBJECT IDENTIFIER countryName (2 5 4 6)
49 2: PrintableString 'US'

: }
: }

53 19: SET {
55 17: SEQUENCE {
57 3: OBJECT IDENTIFIER organizationName (2 5 4 10)
62 10: PrintableString 'Google Inc'

: }
: }

74 37: SET {
76 35: SEQUENCE {
78 3: OBJECT IDENTIFIER commonName (2 5 4 3)
83 28: PrintableString 'Google Internet Authority G2'

: }
: }
: }

113 30: SEQUENCE {
115 13: UTCTime 09/04/2014 11:21:21 GMT
130 13: UTCTime 08/07/2014 00:00:00 GMT

: }
145 102: SEQUENCE {
147 11: SET {
149 9: SEQUENCE {
151 3: OBJECT IDENTIFIER countryName (2 5 4 6)
156 2: PrintableString 'US'

: }
: }

160 19: SET {
162 17: SEQUENCE {
164 3: OBJECT IDENTIFIER stateOrProvinceName (2 5 4

8)
169 10: UTF8String 'California '

: }
: }

181 22: SET {
183 20: SEQUENCE {
185 3: OBJECT IDENTIFIER localityName (2 5 4 7)
190 13: UTF8String 'Mountain View'

: }
: }

205 19: SET {
207 17: SEQUENCE {
209 3: OBJECT IDENTIFIER organizationName (2 5 4 10)
214 10: UTF8String 'Google Inc'

: }
: }

226 21: SET {
228 19: SEQUENCE {
230 3: OBJECT IDENTIFIER commonName (2 5 4 3)
235 12: UTF8String '*.google.com'

: }
: }
: }

249 89: SEQUENCE {
251 19: SEQUENCE {
253 7: OBJECT IDENTIFIER ecPublicKey (1 2 840 10045 2

1)
262 8: OBJECT IDENTIFIER prime256v1 (1 2 840 10045 3 1

7)
: }

272 66: BIT STRING
: 04 5D 5F 79 E6 D8 17 61 2C 9E 3D 24 BC 88 98 24
: 1F C7 AC A3 3B DE 82 D8 85 84 9D A4 58 53 08 CB
: 26 99 E0 FA 52 B8 3C 4A 50 F3 46 30 BE D0 0F D2
: 81 52 D0 2F D3 DC 9A 2F 88 A1 2C C3 2B 1B E8 AF
: 5F
: }

340 1049: [3] {
344 1045: SEQUENCE {
348 29: SEQUENCE {
350 3: OBJECT IDENTIFIER extKeyUsage (2 5 29 37)
355 22: OCTET STRING, encapsulates {
357 20: SEQUENCE {
359 8: OBJECT IDENTIFIER serverAuth (1 3 6 1 5 5

7 3 1)
369 8: OBJECT IDENTIFIER clientAuth (1 3 6 1 5 5

7 3 2)
: }
: }
: }

379 738: SEQUENCE {
383 3: OBJECT IDENTIFIER subjectAltName (2 5 29 17)
388 729: OCTET STRING, encapsulates {
392 725: SEQUENCE {
396 12: [2] '*.google.com'
410 13: [2] '*.android.com'
425 22: [2] '*.appengine.google.com'
449 18: [2] '*.cloud.google.com'
469 22: [2] '*.google-analytics.com'
493 11: [2] '*.google.ca'
506 11: [2] '*.google.cl'
519 14: [2] '*.google.co.in'
535 14: [2] '*.google.co.jp'
551 14: [2] '*.google.co.uk'
567 15: [2] '*.google.com.ar'
584 15: [2] '*.google.com.au'
601 15: [2] '*.google.com.br'
618 15: [2] '*.google.com.co'
635 15: [2] '*.google.com.mx'
652 15: [2] '*.google.com.tr'
669 15: [2] '*.google.com.vn'
686 11: [2] '*.google.de'
699 11: [2] '*.google.es'
712 11: [2] '*.google.fr'
725 11: [2] '*.google.hu'
738 11: [2] '*.google.it'
751 11: [2] '*.google.nl'
764 11: [2] '*.google.pl'
777 11: [2] '*.google.pt'
790 15: [2] '*.googleapis.cn'
807 20: [2] '*.googlecommerce.com'
829 17: [2] '*.googlevideo.com'
848 13: [2] '*.gstatic.com'
863 10: [2] '*.gvt1.com'
875 12: [2] '*.urchin.com'
889 16: [2] '*.url.google.com'
907 22: [2] '*.youtube-nocookie.com'
931 13: [2] '*.youtube.com'
946 22: [2] '*.youtubeeducation.com'
970 11: [2] '*.ytimg.com'
983 11: [2] 'android.com'
996 4: [2] 'g.co'

1002 6: [2] 'goo.gl'
1010 20: [2] 'google-analytics.com'
1032 10: [2] 'google.com'
1044 18: [2] 'googlecommerce.com'
1064 10: [2] 'urchin.com'
1076 8: [2] 'youtu.be'
1086 11: [2] 'youtube.com'
1099 20: [2] 'youtubeeducation.com'

: }
: }
: }

1121 11: SEQUENCE {
1123 3: OBJECT IDENTIFIER keyUsage (2 5 29 15)
1128 4: OCTET STRING, encapsulates {
1130 2: BIT STRING 7 unused bits

: '1'B (bit 0)
: }
: }

1134 104: SEQUENCE {
1136 8: OBJECT IDENTIFIER authorityInfoAccess (1 3 6 1

5 5 7 1 1)
1146 92: OCTET STRING, encapsulates {
1148 90: SEQUENCE {
1150 43: SEQUENCE {
1152 8: OBJECT IDENTIFIER caIssuers (1 3 6 1 5 5

7 48 2)
1162 31: [6] 'http://pki.google.com/GIAG2.crt'

: }
1195 43: SEQUENCE {
1197 8: OBJECT IDENTIFIER ocsp (1 3 6 1 5 5 7 48

1)
1207 31: [6] 'http://clients1.google.com/ocsp'

: }
: }
: }
: }

1240 29: SEQUENCE {
1242 3: OBJECT IDENTIFIER subjectKeyIdentifier (2 5 29

14)
1247 22: OCTET STRING, encapsulates {
1249 20: OCTET STRING

: 23 D8 36 C8 19 D5 01 C3 32 A9 77 01 69 ED
70 B3

: 97 AF 00 F4
: }
: }

1271 12: SEQUENCE {
1273 3: OBJECT IDENTIFIER basicConstraints (2 5 29 19)
1278 1: BOOLEAN TRUE
1281 2: OCTET STRING, encapsulates {
1283 0: SEQUENCE {}

: }
: }

1285 31: SEQUENCE {
1287 3: OBJECT IDENTIFIER authorityKeyIdentifier (2 5

29 35)
1292 24: OCTET STRING, encapsulates {
1294 22: SEQUENCE {
1296 20: [0]

: 4A DD 06 16 1B BC F6 68 B5 76 F5 81 B6
BB 62 1A

: BA 5A 81 2F
: }
: }
: }

1318 23: SEQUENCE {
1320 3: OBJECT IDENTIFIER certificatePolicies (2 5 29

32)
1325 16: OCTET STRING, encapsulates {
1327 14: SEQUENCE {
1329 12: SEQUENCE {
1331 10: OBJECT IDENTIFIER '1 3 6 1 4 1 11129 2 5

1'
: }
: }
: }
: }

1343 48: SEQUENCE {
1345 3: OBJECT IDENTIFIER cRLDistributionPoints (2 5

29 31)
1350 41: OCTET STRING, encapsulates {
1352 39: SEQUENCE {
1354 37: SEQUENCE {
1356 35: [0] {
1358 33: [0] {
1360 31: [6] 'http://pki.google.com/GIAG2.crl

'
: }
: }
: }
: }
: }
: }
: }
: }
: }

1393 13: SEQUENCE {
1395 9: OBJECT IDENTIFIER sha1WithRSAEncryption (1 2 840

113549 1 1 5)
1406 0: NULL

: }
1408 257: BIT STRING

: 9A AB AC 2B 75 DA 3A F8 64 54 7E DD 6B 68 B8 0B
: 8B 08 43 36 91 DE B7 06 B1 C3 AF A2 03 B9 E8 87
: FB 34 39 3B 6E C7 DE C3 79 96 E3 96 AB AF 3F 34
: F3 DF 1C 13 56 6C A5 04 B9 44 71 1F 60 2F C8 91
: 51 C7 B4 E0 A9 E8 0D 28 89 BE 9C AC 71 6D 50 9E
: B8 1D 0F 87 52 D6 27 62 FF 98 D8 34 4D D7 FC DD
: 65 9B 64 91 2E 53 E3 9E 46 87 A5 FD 46 E7 4B A2
: 38 1D 4B 32 7D 63 E6 DB EA F8 43 0C 80 C3 3B 5F
: C8 33 05 93 D4 88 BD 81 51 73 8E 6A 20 3E D8 C6
: 91 9E B0 3B CA 1D 70 85 EB DD 79 FD 4E 76 A1 37
: 97 51 FE D0 AF B9 7C CF B7 AB 24 DE 27 8A ED 3F
: 06 69 A4 31 2D 4C F5 53 C7 B8 01 A5 4D 98 37 C2
: B9 22 B3 0E 95 D9 A7 37 83 F8 87 68 1A 9A 6E EB
: 7E 2C 80 C6 EC FF 40 CE FB 48 29 18 0B 04 C6 35
: 87 B7 B7 B6 F5 57 E0 FB F6 F2 5C D1 7D FA 5F 0D
: 5C 78 F6 24 EE C9 95 64 D3 A7 F4 2A C5 F1 B6 1D
: }
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Frama-C
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Frama-C: more details

A picture speaks better than words …
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Classical static analysis workflow
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ACSL

First example: a function contract

/*
* Verify given buffer contains only printable characters. negative value is
* returned on error, 0 on success.
*
/*@
@ requires ((len > 0) && (buf != \null)) ==> \valid_read(buf + (0 .. (len - 1)));
@ ensures (len == 0) || (buf == \null) ==> \result < 0;
@ assigns \nothing;
@*/

static int check_printable_string(const u8 *buf, u16 len)
{

/*...*/

}

13/35 Verification of a X.509 parser - GT SSLR 2019 - Paris
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ACSL

Second example: a loop
static int check_printable_string(const u8 *buf, u16 len)
{

/*@ loop invariant 0 <= rbytes <= len;
@ loop assigns rbytes, c, ret;
@ loop variant (len - rbytes);
@ */

for (rbytes = 0; rbytes < len; rbytes++) {
c = buf[rbytes];
if ((c >= 'a' && c <= 'z') ||

(c >= 'A' && c <= 'Z') ||
(c >= '0' && c <= '9')) {
continue;

}
switch (c) {
case 39: /* ' */
case '=':

/* ... */
case ' ':

continue;
default:

break;
}
ret = -__LINE__;
ERROR_TRACE_APPEND(__LINE__);
goto out;

}
ret = 0;

out:
return ret;

}
14/35 Verification of a X.509 parser - GT SSLR 2019 - Paris



|Layout |X.509 |Parser development |Verification with Frama-C |Other tools for ensuring RTE-freeness |Validation of functional properties |Conclusion

ACSL

ACSL overall usage

requires, ensures, assigns, behavior, complete, disjoint, loop
variant, loop invariant, loop assigns, terminates, decrease, \valid,
\valid_read, \old, sets, assert, \inter, \empty, \subset, \union, \at,
\result, type, struct, logic, lemma, inductive, case, axiom, axiomatic,
calls, \lambda, \match, \let, ==>, reads, \base_addr, \block_length,
\separated, \allocation, \offset, \allocable, \freeable, \fresh,
\valid_function, ghost, exit, breaks, continues, returns, \nothing,
global invariant, type invariant, \forall, \exists, weak, strong,
model
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Feedback on Frama-C usage in the project
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Feedback on Frama-C usage in the project
$ cat Makefile

JOBS:=$(shell nproc)
SESSION:=frama-c-rte-val-wp.session
TIMEOUT:=15

frama-c:
frama-c-gui x509_parser.c -machdep x86_64 \

-warn-left-shift-negative \
-warn-right-shift-negative \
-warn-signed-downcast \
-warn-signed-overflow \
-warn-unsigned-downcast \
-warn-unsigned-overflow \
-rte \
-eva \
-eva-slevel 1 \
-slevel-function="_extract_complex_tag:200, _parse_arc:100, \

parse_UTCTime:100, find_dn_by_oid:100, \
find_curve_by_oid:100, find_alg_by_oid:200, \
find_ext_by_oid:200, parse_AccessDescription:400, \
parse_x509_Extension:400, parse_x509_subjectPublicKeyInfo:300, \
parse_x509_Extensions:400, bufs_differ:200, \
parse_x509_tbsCertificate:400, parse_x509_AlgorithmIdentifier:200" \

-eva-warn-undefined-pointer-comparison none \
-then \
-wp \
-wp-dynamic \
-wp-par $(JOBS) \
-wp-steps 100000 -wp-depth 100000 \
-wp-split -wp-literals \
-wp-timeout $(TIMEOUT) -pp-annot -save $(SESSION)
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TIMEOUT:=15

frama-c:
frama-c-gui x509_parser.c -machdep x86_64 \

-warn-left-shift-negative \
-warn-right-shift-negative \
-warn-signed-downcast \
-warn-signed-overflow \
-warn-unsigned-downcast \
-warn-unsigned-overflow \
-rte \
-eva \
-eva-slevel 1 \
-slevel-function="_extract_complex_tag:200, _parse_arc:100, \

parse_UTCTime:100, find_dn_by_oid:100, \
find_curve_by_oid:100, find_alg_by_oid:200, \
find_ext_by_oid:200, parse_AccessDescription:400, \
parse_x509_Extension:400, parse_x509_subjectPublicKeyInfo:300, \
parse_x509_Extensions:400, bufs_differ:200, \
parse_x509_tbsCertificate:400, parse_x509_AlgorithmIdentifier:200" \

-eva-warn-undefined-pointer-comparison none \
-then \
-wp \
-wp-dynamic \
-wp-par $(JOBS) \
-wp-steps 100000 -wp-depth 100000 \
-wp-split -wp-literals \
-wp-timeout $(TIMEOUT) -pp-annot -save $(SESSION)
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Frama-C feedback: some figures

≈3000 C SLOC (without comments)

35 loops, 516 goto

249 pointers dereference

100 functions, 126 function pointers, 36 pointed functions

≈1000 ACSL manual annotations

114 loop annotations (≈ 3.5 annotations per loop)

83 assert
Function contracts (≈ 8 annotations per contract):

ensures 342 (≈ 3.5 per function)

assigns 98 (≈ 1 per function)

requires 343 (≈ 3.5 per function)

5 calls annotations
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Frama-C feedback: function pointers
static int parse_x509_AlgorithmIdentifier(

const u8 *buf, u16 len,
const _alg_id **alg,
alg_param *param, u16 *eaten)

{
const _alg_id *talg = NULL;
u16 hdr_len = 0;
u16 data_len = 0;
u16 param_len;
u16 oid_len = 0;
int ret;

...

ret = parse_OID(buf, data_len, &oid_len);
if (ret) {

ERROR_TRACE_APPEND(__LINE__);
goto out;

}

talg = find_alg_by_oid(buf, oid_len);
if (talg == NULL) {

ret = -__LINE__;
ERROR_TRACE_APPEND(__LINE__);
goto out;

}

...

/*@ calls parse_algoid_params_generic ,
parse_algoid_params_ecdsa_with ,
parse_algoid_params_ecPublicKey ,
parse_algoid_params_rsa; @*/

ret = talg->parse_algoid_params(buf, param_len, param);
if (ret) {

ERROR_TRACE_APPEND(__LINE__);
goto out;

}

*alg = talg;
*eaten = hdr_len + data_len;

ret = 0;

out:
return ret;

}

/*@ requires len >= 0;
@ requires ((len > 0) && (buf != NULL)) ==>

\valid_read(buf + (0 .. (len - 1)));
@ ensures (\result != NULL) ==>

\exists integer i ; 0 <= i < NUM_KNOWN_ALGS &&
\result == known_algs[i];

@ ensures (len == 0) ==> \result == NULL;
@ ensures (buf == NULL) ==> \result == NULL;
@ assigns \nothing; */

static const _alg_id * find_alg_by_oid(const u8 *buf, u16 len)
{

const _alg_id *found = NULL;
const _alg_id *cur = NULL;
u8 k;

...

/*@ loop invariant 0 <= k <= NUM_KNOWN_ALGS;
@ loop invariant found == NULL;
@ loop assigns cur, found, k;
@ loop variant (NUM_KNOWN_ALGS - k); */

for (k = 0; k < NUM_KNOWN_ALGS; k++) {
int ret;

cur = known_algs[k];

/*@ assert cur == known_algs[k]; */
if (cur->alg_der_oid_len != len) {

continue;
}

/*@ assert \valid_read(buf + (0 .. (len - 1))); @*/
ret = !bufs_differ(cur->alg_der_oid , buf,

cur->alg_der_oid_len);
if (ret) {

found = cur;
break;

}
}

out:
return found;

}

typedef struct {
const u8 *alg_name;
const u8 *alg_printable_oid;
const u8 *alg_der_oid;
const u8 alg_der_oid_len;
const u8 alg_type;
int (*parse_sig)(const u8 *buf, u16 len, u16 *eaten);
int (*parse_subjectpubkey)(const u8 *buf, u16 len, alg_param *param);
int (*parse_algoid_params)(const u8 *buf, u16 len, alg_param *param);

} _alg_id;

...

static const u8 _ecdsa_sha256_name[] = "ecdsa-with-SHA256";
static const u8 _ecdsa_sha256_printable_oid[] = "1.2.840.10045.4.3.2";
static const u8 _ecdsa_sha256_der_oid[] = {

0x06, 0x08, 0x2a, 0x86, 0x48,
0xce, 0x3d, 0x04, 0x03, 0x02 };

static const _alg_id _ecdsa_sha256_alg = {
.alg_name = _ecdsa_sha256_name ,
.alg_printable_oid = _ecdsa_sha256_printable_oid ,
.alg_der_oid = _ecdsa_sha256_der_oid ,
.alg_der_oid_len = sizeof(_ecdsa_sha256_der_oid),
.alg_type = ALG_SIG,
.parse_sig = parse_sig_ecdsa ,
.parse_subjectpubkey = NULL,
.parse_algoid_params = parse_algoid_params_ecdsa_with ,

};

...

static const _alg_id *known_algs[] = {

...

&_ecdsa_sha256_alg ,

...

#ifdef TEMPORARY_BADALGS
&_rsa_md2_alg ,

...
#endif
};

#define NUM_KNOWN_ALGS (sizeof(known_algs) / sizeof(known_algs[0]))

AlgorithmIdentifier ::= SEQUENCE {
algorithm OBJECT IDENTIFIER,
parameters ANY DEFINED BY algorithm OPTIONAL

}
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Frama-C feedback: function pointers
static int parse_x509_AlgorithmIdentifier(

const u8 *buf, u16 len,
const _alg_id **alg,
alg_param *param, u16 *eaten)

{
const _alg_id *talg = NULL;
u16 hdr_len = 0;
u16 data_len = 0;
u16 param_len;
u16 oid_len = 0;
int ret;

...

ret = parse_OID(buf, data_len, &oid_len);
if (ret) {

ERROR_TRACE_APPEND(__LINE__);
goto out;

}

talg = find_alg_by_oid(buf, oid_len);
if (talg == NULL) {

ret = -__LINE__;
ERROR_TRACE_APPEND(__LINE__);
goto out;

}

...

/*@ calls parse_algoid_params_generic ,
parse_algoid_params_ecdsa_with ,
parse_algoid_params_ecPublicKey ,
parse_algoid_params_rsa; @*/

ret = talg->parse_algoid_params(buf, param_len, param);
if (ret) {

ERROR_TRACE_APPEND(__LINE__);
goto out;

}

*alg = talg;
*eaten = hdr_len + data_len;

ret = 0;

out:
return ret;

}

/*@ requires len >= 0;
@ requires ((len > 0) && (buf != NULL)) ==>

\valid_read(buf + (0 .. (len - 1)));
@ ensures (\result != NULL) ==>

\exists integer i ; 0 <= i < NUM_KNOWN_ALGS &&
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@ ensures (len == 0) ==> \result == NULL;
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static const _alg_id * find_alg_by_oid(const u8 *buf, u16 len)
{

const _alg_id *found = NULL;
const _alg_id *cur = NULL;
u8 k;

...

/*@ loop invariant 0 <= k <= NUM_KNOWN_ALGS;
@ loop invariant found == NULL;
@ loop assigns cur, found, k;
@ loop variant (NUM_KNOWN_ALGS - k); */

for (k = 0; k < NUM_KNOWN_ALGS; k++) {
int ret;

cur = known_algs[k];

/*@ assert cur == known_algs[k]; */
if (cur->alg_der_oid_len != len) {

continue;
}

/*@ assert \valid_read(buf + (0 .. (len - 1))); @*/
ret = !bufs_differ(cur->alg_der_oid , buf,

cur->alg_der_oid_len);
if (ret) {

found = cur;
break;

}
}

out:
return found;

}

typedef struct {
const u8 *alg_name;
const u8 *alg_printable_oid;
const u8 *alg_der_oid;
const u8 alg_der_oid_len;
const u8 alg_type;
int (*parse_sig)(const u8 *buf, u16 len, u16 *eaten);
int (*parse_subjectpubkey)(const u8 *buf, u16 len, alg_param *param);
int (*parse_algoid_params)(const u8 *buf, u16 len, alg_param *param);

} _alg_id;

...

static const u8 _ecdsa_sha256_name[] = "ecdsa-with-SHA256";
static const u8 _ecdsa_sha256_printable_oid[] = "1.2.840.10045.4.3.2";
static const u8 _ecdsa_sha256_der_oid[] = {
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};
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static const _alg_id *known_algs[] = {

...

&_ecdsa_sha256_alg ,

...

#ifdef TEMPORARY_BADALGS
&_rsa_md2_alg ,

...
#endif
};

#define NUM_KNOWN_ALGS (sizeof(known_algs) / sizeof(known_algs[0]))

19/35 Verification of a X.509 parser - GT SSLR 2019 - Paris



|Layout |X.509 |Parser development |Verification with Frama-C |Other tools for ensuring RTE-freeness |Validation of functional properties |Conclusion

Frama-C feedback: function pointers
static int parse_x509_AlgorithmIdentifier(

const u8 *buf, u16 len,
const _alg_id **alg,
alg_param *param, u16 *eaten)

{
const _alg_id *talg = NULL;
u16 hdr_len = 0;
u16 data_len = 0;
u16 param_len;
u16 oid_len = 0;
int ret;

...

ret = parse_OID(buf, data_len, &oid_len);
if (ret) {

ERROR_TRACE_APPEND(__LINE__);
goto out;

}

talg = find_alg_by_oid(buf, oid_len);
if (talg == NULL) {

ret = -__LINE__;
ERROR_TRACE_APPEND(__LINE__);
goto out;

}

...

/*@ calls parse_algoid_params_generic ,
parse_algoid_params_ecdsa_with ,
parse_algoid_params_ecPublicKey ,
parse_algoid_params_rsa; @*/

ret = talg->parse_algoid_params(buf, param_len, param);
if (ret) {

ERROR_TRACE_APPEND(__LINE__);
goto out;

}

*alg = talg;
*eaten = hdr_len + data_len;

ret = 0;

out:
return ret;

}

/*@ requires len >= 0;
@ requires ((len > 0) && (buf != NULL)) ==>

\valid_read(buf + (0 .. (len - 1)));
@ ensures (\result != NULL) ==>

\exists integer i ; 0 <= i < NUM_KNOWN_ALGS &&
\result == known_algs[i];

@ ensures (len == 0) ==> \result == NULL;
@ ensures (buf == NULL) ==> \result == NULL;
@ assigns \nothing; */

static const _alg_id * find_alg_by_oid(const u8 *buf, u16 len)
{

const _alg_id *found = NULL;
const _alg_id *cur = NULL;
u8 k;

...

/*@ loop invariant 0 <= k <= NUM_KNOWN_ALGS;
@ loop invariant found == NULL;
@ loop assigns cur, found, k;
@ loop variant (NUM_KNOWN_ALGS - k); */

for (k = 0; k < NUM_KNOWN_ALGS; k++) {
int ret;

cur = known_algs[k];

/*@ assert cur == known_algs[k]; */
if (cur->alg_der_oid_len != len) {

continue;
}

/*@ assert \valid_read(buf + (0 .. (len - 1))); @*/
ret = !bufs_differ(cur->alg_der_oid , buf,

cur->alg_der_oid_len);
if (ret) {

found = cur;
break;

}
}

out:
return found;

}

typedef struct {
const u8 *alg_name;
const u8 *alg_printable_oid;
const u8 *alg_der_oid;
const u8 alg_der_oid_len;
const u8 alg_type;
int (*parse_sig)(const u8 *buf, u16 len, u16 *eaten);
int (*parse_subjectpubkey)(const u8 *buf, u16 len, alg_param *param);
int (*parse_algoid_params)(const u8 *buf, u16 len, alg_param *param);

} _alg_id;

...

static const u8 _ecdsa_sha256_name[] = "ecdsa-with-SHA256";
static const u8 _ecdsa_sha256_printable_oid[] = "1.2.840.10045.4.3.2";
static const u8 _ecdsa_sha256_der_oid[] = {

0x06, 0x08, 0x2a, 0x86, 0x48,
0xce, 0x3d, 0x04, 0x03, 0x02 };

static const _alg_id _ecdsa_sha256_alg = {
.alg_name = _ecdsa_sha256_name ,
.alg_printable_oid = _ecdsa_sha256_printable_oid ,
.alg_der_oid = _ecdsa_sha256_der_oid ,
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.alg_type = ALG_SIG,
.parse_sig = parse_sig_ecdsa ,
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.parse_algoid_params = parse_algoid_params_ecdsa_with ,

};

...
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...
#endif
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Frama-C feedback: the tool
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Frama-C feedback: the successive releases
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Status

Parser: syntactic verification of X.509 certificates
Proven without RTE
Usable for:

I functional implementations,
I sorting/validation (on a network device, …),
I …

Annotated code:
available (https://github.com/ANSSI-FR/x509-parser),
validated with Frama-C (Open Source)

For the developer:
validate possible evolutions,

examples of annotated design patterns

Futur work: finalize, signatures, logical bugs, AFL, functional validation, …
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Feedback on other static analysis tools
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Logical bug (or how to accept 285234 invalid certificates)
diff --git a/src/x509_parser.c b/src/x509_parser.c
@@ -5578,12 +5578,14 @@ static int parse_DisplayText(const u8 *buf, u16

len, u16 *eaten)
case STR_TYPE_BMP_STRING:

ret = check_bmp_string(buf, data_len);
if (ret) {

ERROR_TRACE_APPEND(__LINE__);
+ goto out;

}
break;

default:
ret = -__LINE__;
ERROR_TRACE_APPEND(__LINE__);

+ goto out;
break;

}

@@ -5614,7 +5619,6 @@ static int parse_DisplayText(const u8 *buf, u16
len, u16 *eaten)

break;
}

- ret = 0;
out:

return ret;
}
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Other static tools based on unsound approaches
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Full automatic sound strategy

Undefined behaviors

EVA (Frama-C 19.1) 58 warnings 1 mn 59s

CodeProver R2019a (MathWorks) 53 warnings 3mn 21s

IKOS 2.2 (NASA) 94 warnings 41s

RTE++ (downcasts, unsigned integer overflows, …)

EVA (Frama-C 19.1) 158 warnings 38 mn 12s

CodeProver R2019a (MathWorks) 117 warnings 4mn 35s

IKOS 2.2 (NASA) 203 warnings 45s
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An example: parsing IP addresses in certificates

Two main occurences (and encoding)

CN or SAN: 4 or 16 bytes in network byte order (Trivial).

Domain part of email address:

IPv4-address-literal = Snum 3("." Snum)
Snum = 1*3DIGIT ; representing a decimal integer

; value in the range 0 through 255

Syntax expressed in ABNF notation (RFC5234)
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A simple example: parsing IP address in certificates

IPv6-address-literal = "IPv6:" IPv6-addr

IPv6-addr = IPv6-full / IPv6-comp / IPv6v4-full / IPv6v4-comp

IPv6-hex = 1*4HEXDIG
IPv6-full = IPv6-hex 7(":" IPv6-hex)

IPv6-comp = [IPv6-hex *5(":" IPv6-hex)] "::" [IPv6-hex *5(":" IPv6-hex)]
; The "::" represents at least 2 16-bit groups of zeros. No
; more than 6 groups in addition to the "::" may be present.

IPv6v4-full = IPv6-hex 5(":" IPv6-hex) ":" IPv4-address-literal

IPv6v4-comp = [IPv6-hex *3(":" IPv6-hex)] "::" [IPv6-hex *3(":" IPv6-hex) ":"]
IPv4-address-literal

; The "::" represents at least 2 16-bit groups of zeros. No
; more than 4 groups in addition to the "::" and IPv4-address-literal
; may be present.
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A simple example: parsing IP address in certificates

Valid

192.168.0.1

AAAA:BBBB:CCCC:DDDD:EEEE:FFFF:0000:1111

a::a

::

aaaa:bbbb:cccc:dddd:eeee:ffff:10.0.0.1

Invalid

:::1

aaaa:bbbb:cccc:dddd:eeee:ffff:1111.1.1.1

aaaa:bbbb:cccc:dddd:eeee:ffff:1.1.1.256

aaaa:bbbb:cccc:dddd:eeee:ffff:8.8.8.8.8

AAAA::CCCC:DDDD:EEEE:FFFF::1111
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A simple example: parsing IP address in certificates

Which approach for annotation and validation?

First approach

Understanding what the ABNF describes [human, −−time, done]

Implement it in C (≈< 300 lines) [human, −−time, done]

Take into account semantic aspects [human, −−time, done]

Test the implementation [human, −−time, done]

Annotate the implementation [++human, ++time, not done yet, unlikely]

Iterate until Frama-C validates [+++++time, not done yet, unlikely]

Another approach

Implement an automata from ABNF (> 2000 lines of Rust) [−−human, ++time, done]

Use the automata to generate C parsing code [−−human, ++time, done]

Take into account semantic aspects [++human, −−time, done]

Use automata to generate ACSL annotations [−−human, ?time, WIP]

Iterate until Frama-C validates [?time, not done yet]
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Just a little aside ...

Remember that simple definition?

IPv4-address-literal = Snum 3("." Snum)
Snum = 1*3DIGIT ; representing a decimal integer

; value in the range 0 through 255

Hum, 008 is valid for Snum

So, the following are valid IP addresses the parser should accept?

016.000.017.076

2001:db8::016.000.017.076

Let’s look at what common implementation do with those …
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Anyway (conclusion)

RTE

Ensuring RTE-freeness in C code is possible

Positive results with Frama-C

Other tools are still useful

Additional properties (caught one logical bug)

Functional validation

Far more difficult than RTE-freeness

Requires formal specifications for syntax and semantic

Unrealistic for common protocol/specs

Huge time investment even for simple things

34/35 Verification of a X.509 parser - GT SSLR 2019 - Paris




	Layout
	X.509
	Parser development
	Verification with Frama-C
	Other tools for ensuring RTE-freeness
	Validation of functional properties
	Conclusion

