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DIGITAL

PRESERVATION
THERE ARE VATIOUS o
(OMMUNITIES MOUND
FLE FORMAT

AND I'M INTERESTED IN ALL OF THEM.

o\
MY LTFE S ABOUT FILE FORMATS - THEY RE MY TOYS. \\Q/

WHITE HAT

BLACK HAT
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THIS TS NOT AN ADVANCED TALK:

MORE LIKE A RLGH-LEVEL PRESENTATION
10 ADDRESS UPSTREAM PROBLEM)
REGARDING FLLE FORMATS.

AND HOPEFULLY YOU CAN USE THEM
T0 CONVINCE OTHERS.




IN 1.

QUR COMPUTER

(L0 MHz CPU, 20 Ms HDD)

WAS INFECTED 8Y A VIRUS..



https://en.wikipedia.org/wiki/Ping-Pong_virus

THANKFULLY,
A FRENCH MAGAZINE EXPLAINED
HOW 10 REMOVELT...

SCIENCE & VIE MICRO

/ —

e— —c - T

LE N° 1 DE LA PRESSE INFORMATIQUE

L’AFFAIRE DES

Vi

Que s’est-il
vraiment passé
le vendredi

13 octobre ?
Une hallucination
collective

a I’échelle mondiale,
ou les prémices
d’une réelle
catastrophe
technologique ?
Une analyse

a la loupe

de la vie

et de la mort
des virus
informatiques

REDECOUVRIR
LE LOGICIEL INTEGRE :
TRAVAUX PRATIQUES AVEC WORKS

UNE RENCONTRE DECAPANTE
AVEC BILL GATES,
PATRON DE MICROSOFT

MACINTOSH lla
LE CHEF D’CEUVRE D’APPLE



http://fr.1001mags.com/parution/svm/numero-66-novembre-1989/page-146-147-texte-integral

tion des fichiers. Par chance, il n'attaque que
’ les IBM PC-XT. Pour s'en débarrasser, il faut
BY \{0 U RSHF, WHH A H EX EDHO R . rétablir les pistes de démarrage dans leur état
d’origine. Avec un éditeur d'octets du type PC-
Tools, vérifiez la présence des octets 33 CO
o , _ dans les zones 30 et 31 du secteur d'amor-

“...At the end of the first file allocation table of the hard disk, . s .
replace the last 3 bytes FF 7F FF by FF OF ©00. Then find the code of C,age du dlsque dur ' S ||S Sont blen présents'
e L g 1y o 2 e ovenwrite 3¢ | mieyx vaut exécuter la commande SYS de-
puis une disquette Systéme saine ; a la fin de
la premiére table d'allocation des fichiers du

THIS WAS MY INTRO D U (HO N disque dur, remplacez les trois demiers oc-

tets (FF 7F FF) par FF OF 00. Puis localisez le

codedu virus lui-méme, qui commence par FF

TO H EX EDNO RS AN D MALWARE ’ 06 F3 7D 8B 1E, et remplacez-le (ainsi que
tous les octets qui suivent, jusqu’a 55 AA) par

3 0 YEARS AGO | &% @ % F6 si le formatage est du a la commande FOR-
e W - MAT du systéme, ou par 00 s'il provient de PC-

| Tools_Si I'onération vous semhle tron com- |


http://fr.1001mags.com/parution/svm/numero-66-novembre-1989/page-146-147-texte-integral
http://fr.1001mags.com/parution/svm/numero-66-novembre-1989/page-146-147-texte-integral

AS A STARTER..

LET'S CRAFT A
VALLD FILE FROM y(RATCH..

(A COMMERCTAL AND SUCCESSFUL SOFTWARE!)

B REALLY |



UN THIS COMPUTER...

Anstrad 64K Wi
1984 mta

BASIC 1.0
‘Mu



https://en.wikipedia.org/wiki/Amstrad_CPC

Amstrad 128K Microcomputer L3

21985 Amstrad Consumer Electromics
and Locomotive Software L

BASIC 1.1

™

ICP

x4

Ral

10



THIS 09:

AMSTRAD

THE

CP/M
PLUS

:::::::::::

0 W0 6 O
0 T B O

THE
CP/M )

ANCESTOR OF WINDOWS:
L= DOS 1981 - WINDOWS 1755

CP/M 2.2 wiTH DR.LOGO
SERIAL NO.1002/6002-1232 -
THE USE OF THIS SOFTWARE

OF THE END USER LICENCE A(
PRODUCT'S USER INSTRUCTIO

SEE OTHER SIDE

3" LOMPACT FLOPPY /
160 KB / SIDE

PROGRAMS (c) COH
& | AMSTRAD CONSU

11



LET'S CREATE... AN EMPTY EECUTABLE |

CP/M 2.2 - Amstrad Consumer Electronics plc

VED GO.COM | o (REATE AN EMPTY FILE

NEH FILE
) ¥p

wstat co.con ,_— 1/E=1

Recs |Butes | Ext fce
B Bk | 1 R/H A:GO,COM
Butes ng On f: Sk

A}




1S TT EVEN \/AHD

£

A

RANSIE

ND EAEC

NT COMMAND AR BINDLY

JTION T STARTED Al OHSH i

ONLY THE . com FILENAME EXTENSTONS MATTERS

OADED
0.



DOES IT DO ANYTHING!

THE TRANSLENT MEMORY AREA TS NOT
CLEARED BETWEEN EXECUTIONS,
0 THE PREVIOUS COMMAND I5 RE-EXECUTED.




LT WORKS AS INTENDED!

[T REPEATS THE PREVIOUS COMMAND

A>STAT GO, COM

Recs Bytes Ext fcc
8 Bk 1 R/H #:G0,COM
Butes Remaining On A: Sk

| 460 GO, COM

Recs Bytes Ext fice
8 8k 1 R/H A:GO.COM
Buytes Remaining On f: Sk

tH

¥



E 83 82
COMMODORE

Copyright (C> 13988, ROSSMOELLER
AZED GO.COHM

HEHWH FILE
T e

A>DUMP GO.COHM

A>DUMP
NO INPUT FILE PRESENT ON DISK
A>G0 DUMP.TXT

886868 8D 8a 4D

49 54 28 44 45
6008 4D 20 42 45 46 45 48 4C

A

RELTABLE & MULTI-PLATFORM!


https://en.wikipedia.org/wiki/Commodore_64

UNDER A COMMERCTAL OS (TN THE B05),
THE EMPTY FLLE TS VALID, USEFUL AND RELLABLE

LT WAS EVEN SOLD AS A COMMERCTAL PROGRAM FOR ~ EUR


http://web.archive.org/web/20160701230749/http://peetm.com/blog/?p=55

LESSONS LEARNED

MANY THINGS HAVE CHANGED SINCE THE §0S, BUT...

- WEIRD FILES ARE NOTHING N

- SOFTWARE ALWAYS DEFL
PECLETCATIONS ARE
HERE'S NO "THAT'S NOT HOW IT WORKS”

3
T

NED 1

NTIRE

W,
it RULED.

[V OPTIONAL



The Meaning of a File

First, you must realize that
a file has no intrinsic meaning.
The meaning of a file
- 1ts type, its validity, its contents -
can be different for each parser or interpreter.

Ange Albertini ;)



https://archive.org/details/pocorgtfo07/page/n17

PARSER SECURTTY SO FART FUZ2/FATL/HIN !
FU22. GET BUG FLXED. COLLECT PRIDE & GLORY.

RINSE. REPEAT. PN 4§j’o:‘,’<< e
P
10 FUZZ R
20 FaAIL {}p o
Z0 FIX

40 GOTO 10 D>
2 @9 o




THE ORIGINAL SIN

A MISUNDERSTOOD FIELD:"SPECS ARE ENOUGH"
=) RECETVED LS5 ATTENTION
=) LEAST RTGOROUS FLELD OF COMPUTING.

File f ts:
(RYPTG = SPARTA NOT ENOUGH PRE-NATAL CHECKS The Jungle Book
: LACKING GROWTH CONTROL
THE NEIT FILE FORMAT WILL LIKELY SUCK e

<4



A TYPLCAL FILE FORMAT TIMELINE

(00D (NATVET) INTENTIONS:
PROPER PLANNING. QFFTCTAL SPECS. SET TN STONE.
BAD THINGS HAPPEN:
INTERPRETATION BLUR, UNOFFLCTAL EXTENSIONS,
FORMAT IS NOW USED EVERYWHERE:
MTSUNDERSTOOD. UNMOVABLE.




LOMMON
MDCONCEPTION

SOME MIGHT BE 0BVTOUS T0 YOU.
THEY AREN'TTO EVERYONE
MANY DEVELOPERS DON'T HAVE SECURTTY TN MIND.

"T'LLJUST USE THE SECURTTY TOOLS AFTERWARDS TO MAKE TT SECURE”,

I



SOL\/ING TREFLLE FORMATS PROBLEM)
CODE REVIEW, RUZTING,

TEST N(H S HARDENING
NORMALIZING. YARA VERY
15 NOT SOLVING: BAI]

TS FINING - BUT T00 LATE] PARSERS




LOMMON MISCONCEPTIONS

NEW FORMATS ARE ONLY CREATED AND NEW PARSERS ARE ONLY WRTTTEN WHEN STRICTLY REQUTRED.

SPECS ARE AVATLABLE, THEY'RE CLEAR, COMPLETE. THE OVERALL COMPLEKTTY TS CLEAR

'EOPLE

READ THEM THOROUGHLY

BEFORE STARTING CODING, TAKE SANE DECISTONS.

CRAZY FORMATS ARE DISCARDED. UNSECURE CODE TS REMOVED.

ALL FORMATS NEE

D A MAGIC AT OFFSET ZERD.



HOW STANDARDS PROLIFERATE:
(e A/C (HARGERS, CHARACTER ENCODINGS, INSTANT MESSAGING, ETC)

THERE ARE USE CASES.
|4 COMPETING \ Q

)

EY RlDlCULOUS,'

WE NEED To DEVELOP

|| onE UnvERSAL STANDERD
SITUATION: | | AT CoVERS EVERYONE'S

YERH!

;

SITUATION:
THERE ARE
|5 COMPETING
STANDPRDS.

WE N

A NEW

)

tMAT



https://xkcd.com/927/

“THERE'S ALREADY A" |

LICENSE! LANGUAGE! THREADING! WEIGHT!
ROBUSTNESST QPTIMIS ATION COMPATIBILTY!
REINVENT TRE WHEEL

Telling a programmer there's already a library to do X
is like telling a songwriter there's already a song about love.

~ Pete Cordell



)0 SHADES OF SPECTFICATIONS

NO FLLES - ROM / BOOTABLE FLOPPY
NO DOC - OBFUSCATED READER (VIDEQ GAMES
- GAME W/ EDTTORS (DOOM)

- STANDAKD IMPLEMENTATIONS:
NO SOURCE BINARY + |
[NACCESSTBLE SPECS— PRICE, NDA
INCOMPLETE SPECS NO TMPLEMENTATION
BLURRY SPECS CORNER CASES
MISLEADING SPECS PEOPLE TAKE THE WRONG SHORTCUTS.

)

BLAHZAML +

LAYOUT =22

(QUTRUN)

IMLZBLAK




HOW WE PERCELVE FILE FORMATS:
AHOLY TEXT AND TTS (ULT

ORDER OF THE RFC

"Specs are all you need”




MORE LIKE...
OUTDATED AND IRRHEVANT PRA[THES

SPemf]canons 1,

s A — — =

AND A COMPLEN LANDSCAPE.

+=I=-=I=-9|6>F il

F\r/\’\

DER OF THE RFC

| L
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SPECLFICATIONS

SOME WERE WRITTEN YEARS/DECADES AGD.

ORTGINALLY MADE FOR m@sczs SCREENS )
NEVER UPDATED.
SOME FEATURES ARE LOST

OR NEVER IMPLEMENTED

0k KEFEREN[E
NOVELTTES FROM 193

Graphics Interchange Format Data Definition

GENERAL FILE FORMAT



https://www.w3.org/Graphics/GIF/spec-gif87.txt
https://www.w3.org/Graphics/GIF/spec-gif87.txt

L F PLAIN TEXT EXTENSION

https://github.com/corkami/formats/blob/WIP/image/qif89a.md#plain-text-extension

A LONG FORGOTTEN (YET OFFICTAL) WAY FOR Gl
T0 DISPLAY TEXT (THEY'RENOT COMMENTS)

BOB_89A.GIF k

-------- : Introducing GIF89a :--------

When you finish reading this, press

any key to continue. If you just sit

back and watch, we'll continue when
the built-in delay runs out.

GIF89a provides for "disposing of"
an image or text. All the text in
this GIF is "restore to previous"”,
so that the underlying image is
restored when you press a key or
the delay runs out.

"Transparent"” images
or text can be written

over an underlying
image so that parts of
the old image "show
through" the new one.

Oh, incidentally, it's
pronounced "JIF"

{DEEII\JF'%KUNEKJ\JOAM&%TWAKE SUPPORTING GLF PLATN TEXT EXTENSION! THIS TMAGE CONTAINS THESE TEIT fRAM[('


https://www.virustotal.com/#/file/3c6f598c31b78e64ed1f1cc4e07c8004cc2bbd0850b5a68d9202bdd79aec9698/detection
https://www.virustotal.com/#/file/3c6f598c31b78e64ed1f1cc4e07c8004cc2bbd0850b5a68d9202bdd79aec9698/detection
https://github.com/corkami/formats/blob/WIP/image/gif89a.md#plain-text-extension

[GIF]
* The Plain Text Extension contains textual data and the parameters necessary to
render that data as a graphic, in a simple form.
[ZIP]

Spanning is the process of segmenting a ZIP file across multiple removable media.
This support has typically only been provided for DOS formatted floppy diskettes.

[GIF]

The following GIF Capabilities Response message describes three standard IBM PC
Enhanced Graphics Adapter configurations with no printer; the GIF data stream can be
processed within an error correcting protocol:

[PNG]

For colour types 2 and 6 (truecolour and truecolour with alpha), the PLTE chunk is optional.
If present, it provides a suggested set of from 1 to 256 colors to which the truecolor image
can be quantized if the viewer cannot display truecolor directly.

A CRC should be checked before processing the chunk data.
[JPEG]

The APPO marker is used to identify a JPEG FIF file.
The JPEG FIF APPO marker is mandatory right after the SOl marker.

3



for i in *jpg; do xxd "$i" | head -1; done | sort

00000000: ffd8 ffed® 0010 4a46 4946 0001 0100 0001 ...... JFIF......

[H E(K ALL THE FI[ES \{OU HA\/[ 00000000: ffd8 ffed@ 0010 4a46 4946 0001 0100 0048 ...... JFIF..... H
. 00000000: ffd8 ffe® 0010 4a46 4946 0001 0101 0048 ...... IFIF..... H

00000000: ffds ffe® 0010 4a46 4946 0001 0101 0060 ...... IFIF..... :

M 00000000: ffds ffe® 0010 4a46 4946 0001 0101 0064 ...... JFIF..... d
AKE WRO N(:] ASSU M PTIONS 00000000: ffds ffe® 0010 4a46 4946 0001 0101 006b ...... JFIF..... k
00000000: ffds ffe® 0010 4a46 4946 0001 0101 0078 ...... IFIF..... X

00000000: ffds ffe® 0010 4a46 4946 0001 0101 0096 ...... IFIF......

WRO N(]l_\{ [O N F[RM WITH Bl_U RRY SPE(S 00000000: ffd8 ffed 0010 4a46 4946 0001 0101 0OC8 ...... JIFIF......
: 00000000: ffds ffe® 0010 4a46 4946 0001 0101 0OFO ...... IFIF......

00000000: ffds ffe® 0010 4a46 4946 0001 0101 012¢ ...... JFIF..... R

—> A \/ERY BAD PARSER IS BORN 00000000: ffds ffe® 0010 4a46 4946 0001 0101 0258 ...... IFIF..... X
00000000: ffds ffe® 0010 4a46 4946 0001 0200 0001 ...... IFIF......

00000000: ffds ffe® 0010 4a46 4946 0001 0200 0064 ...... JFIF..... d

00000000: ffds ffe® 0010 4a46 4946 0001 0201 0048 ...... IFIF..... H

00000000: ffds ffe® 0010 4a46 4946 0001 0201 012¢ ...... JFIF..... R

NOW WE WI[ FUZZ IT PAT(H IT 00000000: ffds ffe® 2f2a 4a46 4946 0001 0100 0001 ..../*IFIF......
00000000: ffds ffel 0018 4578 6966 0000 4949 2200 ...... Exif..II*.

00000000: ffds ffel 01d7 4578 6966 0000 4949 2200 ...... Exif..II*.

I 00000000: ffds ffel 1100 4578 6966 0000 4d4d 002a ...... Exif..MM.*
SHOULD ] DE[[TED 00000000: ffds ffel 18la 4578 6966 0000 4d4d 002a ...... Exif..MM.*
00000000: ffds ffel 28bb 4578 6966 0000 4d4d 002a ....(.Exif..MM.x*

00000000: ffd8 ffel 2a7a 4578 6966 0000 4d4d 002a ....xzExif..MM.x

00000000: ffds ffel 2f52 4578 6966 0000 4d4d 002a ..../RExif..MM.x*

00000000: ffds ffel 333f 4578 6966 0000 4949 2a00 ....3?Exif..IIx.

00000000: ffds ffel 3e54 4578 6966 0000 4d4d 002a ....>TExif..MM.*

[N PRACTICE, JFTF AND ExiF ARE NOT REQUIRED AT OFFSET 6.
Story time






MOST FILES AR
PERFECTLY STRUCTURED

THEY WERE GENERATED
BY ONE OF THE STANDARD LIBRARLES,
IN NORMAL CONDITIONS,
AND WITH TYPICAL REQUIREMENTS.

A

M 18 e

» I

e




ROBUST PARSERS ACT LIKE DETECTIVES:
GATRERING CLUES,
THEN REACRING A CONCLUSION.

37



MAGLC STGNATURES
ATORDET ZERD

L CAN'T BELTEVE THAT
| STILL HAVETO SAY THAT IN CYEAR) |

JusT BECAUSE YOU'VE ALWAYS DONE IT THAT WAY
DOESN'T MEAN 1T'S NOT INCREDIBLY STUPID.



MAGLC STGNATURES
DUEPERENTIATE FILE TYPED.

ASY, QUICK, RELTABLE FILTERING.



$ cat testl SWWEMVA%RNTTHT
alert("Hello World"); (NOT IDENTIFIED AS JAVASCRLPT)
$ file testl
testl: ASCII text
S
<script>alert("Hello World");</script> s EE[HDASE PECTED.
$ file test2

test2: HTML document, ASCII text

BN |
T xxd test3s ADD A SINGLE NON-ASCLT CRARACTER.
00000000: 7f3c 7363 7269 7074 3e61 6c65 7274 2822 .<script>alert(" | LTS NOW CONSIDERED BINARY.
00000010: 4865 6c6c 6f20 576f 726c 6422 293b 3c2f Hello World");</ | [TSTILLWORKS AS HTML
00000020: 7363 7269 7074 3e script>
$ file test3

test3: data

AN
N

$ xxd testd PREPEND A FAKE STGNATURE:

00000000: 4d5a 7f3c 7363 7269 7074 3e6l 6¢c65 7274 MZ.<script>alert [TSNOW[D[NH}HDASAN[XMUTAHE
00000010: 2822 4865 6¢6C 620 576F 726C 6422 293b ("Hello World");

PO0OOO20: 3c2f 7363 7269 7074 3e </script> ITSULLWOM@ASHTML
S file test4

test4: MS-DOS executable



https://github.com/file/file/blob/master/src/encoding.c#L230-L250

A FAKE WINDOWS EXECUTABLE

./hexii.py testPE
e0: .M .Z .< .s .Cc .r .1 .p .
V\lﬁg 16: ." .H .e .1l .1 .0 . .W. R $) ey
20: ./ .s .c .r .i .p .t .> .P .E \O \0O PE\Q\GAT@XZS
30: 28 00 00 00
file testPE PO Ty e
testPE: PE Unknown PE signature, for MS Windows 28476x3C

QUR JAVASCRIPT + A FEW STGNATURES =) FOOLED TYPE FINDER (ANTI-VIRUS BYPASS).
=) CORRUPTED EXECUTABLE"

(%] string/b Mz

# M aybe 's a PE?
>>(0 3c 1) string PE\e\e PE
I:mime application/x-do

| TBMAGIC DEFINTTION ;;>(0 3c.1+24) default X Unknown PE signature



https://github.com/file/file/blob/48a6c295610ecc2294370798e1c1c2c7e87b5b3a/magic/Magdir/msdos#L48-L74
https://github.com/file/file/blob/48a6c295610ecc2294370798e1c1c2c7e87b5b3a/magic/Magdir/msdos#L48-L74

MAGIC STGNATURES AT OFFSET ZERO
PREVENT MULTI-TYPE FLLED.

AKA “BINARY POLYGLOTS
LASY SECURTTY BYPASS

Story time: "stream formats traditionally don't have a header."



General [nitial View [User Interface [Links [Security [Digital Signatures
RRRRR Gel

Al v

Foce Makes this PDF easily editable in LibreOffice

Pages >

Election PDF/A-1a This setting enables you to export the
Tagged POF
two file formats: PDF and ODF.
Create PDF f
i

Lossless compression

© IPEG compression

Quality 0% 2 Allow duplicate field names
L EA N 7] Reduce image resolution ) Export bookmarks
[V] Export comments
Watermark
[ Sign with Watermark
stermark Text Export automatically inserted blank pages
. Watermark Text -
- H B R]: D 0 [] Embed standard fonts
View PDF after Export

|
- StLE- EXTRA(HNGAR(HI\/ES (EXECUTABLE+ARCHIVE) —
- HYBRTD PDES: PDES WITH EMBEDDED OPENOFFICE DOC

MALTCTOUS:
- GIFAR: AVATAR GIE ITHA PPENDED JAVA ARCHIVE.
- CVE-201-13150 JANUS, DER+APK


https://wiki.syslinux.org/wiki/index.php?title=Isohybrid
https://wiki.documentfoundation.org/Faq/Writer/PDF_Hybrid
https://www.guardsquare.com/en/blog/new-android-vulnerability-allows-attackers-modify-apps-without-affecting-their-signatures

>corkamix.exe

CorkaMIX [PE]

>java —jar corkamix.exe
CorkaMI¥ [Java CLASS in JARI]

>cmp —b corkamix.exe corkamix_1lh.exe
cmp: EOF on corkamix.exe

>python corkamix_1hb.exe

) CorkaMI¥X [pythonl
>copy corkamix.exe corkamix.html
1 filed(s> copied.

P Yeoramicere - Ade el=[a] x ]

HTMLAVASC
\ECUTABLE [ | o ] e - TQ
¥

A
WINDOWS
P

LMCorkaMIX [PDF]
&

)
i
)

E

>

) STANDARD INFECTION ChATNS b
[N A SINGLE F1I




NI FITNE I
-

L L Lt Ld LA ]\

Identitfyg a Type

Take a branch




“In a perfect world,
There’s no need to enforce
magic signatures at offset zero”

[ILTERING CAN T TAKE AS LONG AS PARSING.
HOW MANY FILE TYPES DO WE ACTUALLY NEED TO PARSE]
(HINT: WAY T00 MANY)

Story time



IF FILE FORMATS DON'T NEED THEIR MAGIC AT OFFSET ZEA0.. Q .
R 7
l‘ﬂze. p

Which common file format usually starts with:

00 00 00 00 00 V0 00 VO OO 0O PO 0O 00 00 00 00

(A COMPLETE ROW OF L6 ZEROES)
[AND ACTUALLY MORE]

P

WHICH IS NOT SUPER USEFUL FOR IDENTIFICATION T8H,

47



150 1060 - THE CD/DVD IMAGE DUMP FORMAT

MAGIC AT OFFSET 32KB (AFTER 16 SECTORS OF J04{ BYTES)

: 01 .C .D .0 .0 .1 01 0O . . .
C
Deey,

00000: OO0 00 OO0 OO0 00 00 OO0 00 OO 00 00 OO 00 00 0O 00

07000: 00 00 OO0 OO OO0 OO OO OO OO OO0 OO OO 00 OO0 00 00

*+1

download iso

Download Fedora Workstation

https://getfedora.org » workstation » download
Download Fedora 31 Workstation. ... On Linux or ju:
downloaded an image, be sure to verify it for both s

Clonezilla download
https://clonezilla.org » downloads » download -

... do not release i386 Ubuntu-based Clonezilla live f
arch is available. Once you have the Clonezilla live i

Download - Anarchy-Linux

https://anarchy-linux.org » download
This is the official download for the latest version of
USB flash drive, or CD-ROM, insert into your compu

Get openSUSE
https://software.opensuse.org » distributions »
Downloads the installation system and all packages
download the packages they choose to install, whic
important as it verifies you really have got the ISO fil

Official Kali Linux Downloads
https://www.kali.org » downloads ~

This page provides the links to download Kali Linux
generate weekly Kali images so you can always get.



https://en.wikipedia.org/wiki/ISO_9660
https://byuu.net/compact-discs/structure

CONTENTS:

[MAGE, PATIENT INFORMATION,

D M 0 M ANNOTATIONS .

DIGITAL IMAGING AND COMMUNTCATIONS IN MEDTCINE

THE FORMAT YOUR DOCTOR USES. .

000: 00 OO0 OO0 OO-00 0O OO0 OO-00 OO0 OO0 0O-00 OO 00 00

070: 00 OO OO OO-00 0O OO OO-0O0 OO0 OO 0O-00 OO 00 00
080: .D . I .C .M-02 00 00 00-55 4C 04 00-D4 00 00 00

WGZ(ATexge

DOCTORS:
NOT CONCERNED BY INFOSEC, CRITICAL
DEPENDING ON LESS SCRUTINTZED WETRD FORMATS.

=) PERFECT TARGET.



https://www.dicomlibrary.com/?manage=feb6447a72c9a0a31e1bb4459e547964
https://www.dicomlibrary.com/?manage=feb6447a72c9a0a31e1bb4459e547964

MAGLC STGNATURES (OULD
DLFFERENTIATE FLLE INTENTS

THEY SHOULD ALSO BE USED TO DIFFERENTIATE INTENTS,
10 COMPARTIMENTALLZE SECURTTY.
SAME FORMAT BUT DIFFERENT USE - DIFFERENT MAGLC PLEASE




LTS A DB DUMP... AN ARCHIVE... A FLLE SYSTEM!

SQH MR(HI  FROM DB TO ARCHIVE TO FLLESYSTEM e
STLLLTHE SAME THING: EQUIRES TOO MUCH PARSING TO DIFFERENTLATE
’ Pw\s& 0S¢ 4 DIFFERENT MAGIC TNSTEAD!

00000 53 51 4c 69 74 65 20 66 6f 72 6d 61 74 20 33 00 SQLite format 3-

O00AD 00 00 00 00 00 00 00 00 00 00 00 00 82 le Q1 @7 - ceececnnn
000BO 17 17 17 01 84 1b 74 61 62 6Cc 65 73 71 6C 61 72 «++--- tablesqlar
000CO 73 71 6C 61 72 02 43 52 45 41 54 45 20 54 41 42 sqlar-CREATE TAB
000D0 4c 45 20 73 71 6¢ 61 72 28 @a 20 20 6e 61 6d 65 LE sqglar(- name

eicar.sqglar

https://github.com/KyleBruene/sqlar/blob/master/sqlarfs.c

)l


https://sqlite.org/sqlar.html
https://github.com/KyleBruene/sqlar/blob/master/sqlarfs.c
https://www.virustotal.com/gui/file/71f36aac1f0c7ee3cb3d491b26f38ffe24b703bc27bf5dd1e1a4f0f08b220c86/content/hex
https://en.wikipedia.org/wiki/Rabbit%E2%80%93duck_illusion

f//
14

ADD A MAGLC AT DFFSET @
[F THERE [5 NONE

JUSTPUT A} LETTERS FILETYPE AT THE START.
THEN A% LETTERS SUBTYPE FOR INTENT TF NEEDED.
THEN APPEND THE ORTGINAL FILE.
FH-COMRISTON. HHEON RSN






DUPLICLTY -) DISCREPANCY

THE INFORMATION 15 DUPLICATED:
WHICH SOURCE TO RELY!

[N PRACTICE, REJECTING ‘TNCORRECT" FILES TS NOT TOLERATED.

SEE “SPELL-CHECKING VIRUS™ MYTH.

CVE-2013-478] ANDROTD MASTER KEY:
L FILES, J ARCHIVED FILES: ONE VERTFIED, ONE EXECUTED.

AND OVER THERE WE HAVE THE LABYRINTH GUARDS.
ONE ALWAYS LIES, ONE ALWAYS TELLS THE TRUTH, AND
ONE STABS PEOPLE WHO ASK TRICKY QUESTIONS.

https://xkcd.com/246/


https://web.archive.org/web/20130703214349/http://bluebox.com/corporate-blog/bluebox-uncovers-android-master-key/
https://xkcd.com/246/

LONFUSION

What may be so obvious to you now
may be seriously misleading to anyone else...

— LOOK RED

— RIGHT  |[GREENI

)



DON T FORCE TRADITIONS INTO YOUR FILE FORMATS

DOES YOUR FORMAT MAKE SENSET ABSTRACT TT FROM THE LANGUAGE OF YOUR CURRENT PARSERS.

X STGNED TNT EVERYWHERE BECAUSE THE FIRST PARSER WAS WRITTEN TN JAVA
-) 0-32,767 15 AVALID VERSION NUMBER . !

SEEALSO: BOGUS CODE WITH MATCHING BOGUS TESTS,




LARGE FORMAT SCANNERS:
INFINTTE “HEIGHT™ SCANS
-) IMAGE HEIGHT FLXED TO 6333)!

TOLERATED BY LTBJPEC,
50 VALID EVERYWHERE!

DETECTED BY ANTL-VIRUS, BECAUSE TT WAS USED TO EXPLOTT MSOE-0.E.

Story time



HEADER st

DICTIONARY

<< [ID VALUE]

BODY

SIGNATURE & VERSION INFORMATION

18 obj OBJECT REFERENCE:
v 55 %
» K / <OBJECT NUMBER> «REVISION NUMBER> R
/Pages 2 @ R

>>  _DENTIFIER WITH /)
endobj

2 8 obj

<<
/Type /Pages
/Count 1 //ARRAY
/Kids [3 @ R]

>>

endobj

3 8 obj
<<
/Type /Page
/Contents 4 @ R
/Parent 2 B8 R
/Resources <<
/Font <«
JF1 <«
/Type /Font
/Subtype /Typel
/BaseFont /Arial

>
>>
>>
>>
endobj
STREAM PARAMETERS:
48 obj /" LENGTH, COMPRESSION....
<< /Length 58 >>
stream
BT BEGIN TEXT
/F1 118 Tf FONT F1 (ARIAL) SET TO SIZE 10

STWHG«\\IB 400 Td MOVE TO COORDINATE 10, 400
(Hello World!)Tj OUTPUT TEXT "HELLO WORLDN
ET END TEXT
endstream
endobj

WHAT A\
JALL

DRMAL
00K

IKE

(BUT DONE BY HAND, SO MUCH SMALLER THAN COMMON f1

CROSS

REFERENCE X"Ef
XREF 8688009060 65535

TABLE

0000000010 00000
0000000047 00000
0000000111 00000
0000000313 00000

CROSS REFERENCES

5 OBJECTS, STARTING AT INDEX 0
(STANDARD FRST EMPTY OBJECT 0
OFFSET TO OBJECT 1. REV 0

TO OBJECT 2.

TRAILER

trailer

<<

/Root 1 B R
>

v

startxref
413
%%EOF



%PDF-1.3

1 0 obj<</Type/Catalog/Pages 2 @ R>>endobj

2 0 obj<</Type/Pages/Count 1/Kids[3 © R]>>endobj
¢ 3 0@ obj<</Type/Page/Contents 4 @ R/Parent 2 ©

R/Resources<</Font<</F<</Type/Font/Subtype/Typel/BaseFont/
Arial>>>>>>>>endobj

THIS ONE WORKS HNE gT?FOEg<;;>igPZgg Td(http://www.corkami.com)"' ET
endstream

WITH AH READERS E:giggr <</Root 1 @ R>>
WITHOUT ANY WARNING.

NO IREF, NO /LENGTH, NO /517t



WHAT A CRAZY PDr
(AN LOOKCLIKE ...



\t1\to\tobj<</Resources<</Font<</<</BaseFont//Subtype/>>>>>>/Contents<<>>stream\n

/\t50T+20\r450Td(http://www.corkami.com)Tjendstream>>endobj\x20

trailer<</Root<</Pages<</Kids[1\tOR]/Count\f9

|

1515 A VALID PDI FO

LT BREAKS SO MANY RU

R FIREFOX

£, AND YET ..

[T WORKS WITHOUT ANY WARNING!

http://www.corkami.com




\tl\t@\tobj<</Resources<</Font<<I<</BaseFontl/SubtypeI>>>>>>/Contents<<>>stream\n
I\tSO 20\r4507Td(http://www.corkami.com)T]j >>endobj\x20
trailer<</Root<</Pages<</Kids[1\tOR]/Count\f9

0 %PDF SLGNATURE,NO TYPE, NO PARENT..

ADLED WALTESPACE. MR 01T NAME, BASEFONT, SUBTYPE
RECURSLVE & INLINE ST4EAN 0BTFCT. NON-CLOSED DLCTIONARIES
O 1/HLTESPACE BETWEEN KEYWORDS AND NUMBERS.
9 PAGES COUNTED BUT ONLY 1 KID.

WEREALLY HAVE A LOT OF CLEANING T0 DO...




$ mutool clean wtffeC.pdf OUTPUT FROM mutool.

error: cannot recognize version marker ,
warning: trying to repair broken xref (IT SEAAPTY)
error: invalid key in dict
error: cannot parse dict o
error: invalid indirect reference in dict /oPDE—@.@
error: cannot parse dict %%HU
error: cannot parse dict

error: cannot parse dict

error: invalid key in dict 10 ObJ
error: cannot parse dict null
error: cannot load object (1 @ R) into cache .
warning: ignoring broken object (1 © R) endObJ
error: invalid key in dict xref
error: cannot parse dict 9 2

error: cannot load object (1 @ R) into cache
warning: cannot load object (1 @ R) into cache

0000000 65536 f
0000000018 00RO n

$ qpdf wtffeC.pdf repaired.pdf
WARNING: wtff@C.pdf: can't find PDF header

WARNING: wtffoC.pdf: file is damaged trailer
WARNING: wtffeC.pdf: can't find startxref <</Size 2>>
WARNING: wtffeC.pdf: Attempting to reconstruct cross-reference table
wtffeC.pdf: unable to find trailer dictionary while recovering damaged file

startxref
$ 38

%%EOF

THIS CRAZY PDT CAN"T BE REPATRED WITH STANDARD TOOLS



A5k COLLITONS

NORMALIZE FLLES. FILTER OUT COMMENTS.
CHECK THE END OF THE FLLES.



HASH COLLISTONS AND FILE FORMATS!

HASH COLLISTONS ALREADY EXTST FOR MDY & SHAL

THEY CAN BE COMBINED WITH FILE FORMATS TRICKS FOR FASTER RESULTS,
=) INSTANT COLLISTONS OF ARBITRARY JPG, PNG, GLT / MPY / PE/PDE .
THEY CREATE VALLD, BUT VERY WETRD FLLES STRUCTURE-WISE

[ YOU CAN'T USE ANOTHER HASH ALGORITHM, YOU CAN FILTER QUT FILES.
fOU CAN ALSO DEFINE FORMATS TO MAKE COLLISTON EXPLOTTATION HARDER.

LAYOUTS OF AR
CHOSEN-PREFLE COL

USABLE
LISTON




MORE DETALLS TN MY

DOCS:
ATTACKS
TRICKS
TRATEGLES
TALK
WORKSHO?
ILEY:

- TEST POLS
- Y(RIPTS

\

\

[TORY

https://github.com/corkami/collisions

Portable Executable

PorTABLE EXECUTABLE ANGEALBERTINI

TS A MODERN BIARY

e FELDS VALUES
DOS HEADER  e_maatc s
ITS A BIARY f - PE Header
PE HEADER ~ adnine’ e Cinee1 386]

32b;

— o i L
' OPTIONAL HEADER fiuiioninc ™

XECUTABLE IFORMATO

4 61 99 00

a76: 9@ 00 40 60 61 69 A9 A7 01 99 09 B iz 0x160
J Sizeofheader- x14

898: 60 01 09 90 42 01 09 08 o3 90 Subsystem 3 [

i 7 X86 ASSEMBLY ~ EQUIVALENT C CODE

MNIEXE L

The Portable Executable has a peculiar structure:

o the old DOS header is almost useless, and points to the next structure, the PE header. The
DOS headers has no other role. DOS headers can be exchanged between executables.

o the DOS header has to be at offset 0, and has a fixed length of a full block, and the pointer
is at the end of the structure, beyond UniColl's reach: so only chosen-prefix collision is
useful to collide PE files this way.

¢ The PE header and what follows defines the whole file.

So the strategy is:

. the PE header can be moved down to leave room for collision blocks after the DOS header.

. The DOS header can be exploited (via chosen-prefix collisions) to point to two different
offsets, where two different PE headers will be moved.

. The sections can be put next to each other, after the D0S/Collisions/Header1/Header2
structure. You just need to apply a delta to the offsets of the two section tables.

S

w

This means that it's possible to instantly collide any pair of PE executables. Even if they use
different subsystems or architecture.

While executables collisions is usually trivial via any loader, this kind of exploitation here is
transparent: the code is identical and loaded at the same address.

Examples: tweakPNG.exe (GUI) < fastcoll.exe (CLI)

Here is a script to generate instant MD35 collisions of Windows Executables.

Collisions examples

MD5

FastColl

single frame GIF: collision1.gif / collisio

UniColl
JPG: siont
PDF: collision1.pdf / collision2.pdf
PNG:
e generic headers (not OS X compatible): collision1.png / collision2.png

specific headers (same metadata): 0295902

JP2: collision1.jp2 / collis

MP4:

e generic header, 32b length (LTV): collision1.mp4 / collision2.mp4
o generic header, 64b length (TLV): collision!1.mp4 / collisionl2.mp4
o specific header: collisions1.mp4 / collisions2.mp4

Strategies:

® Good/bad contents (gotta catch ‘em all): gceal.png / gc

o Valid/Invalid: pn

1.png / png-invalid.png

Multiple UniColl

poeMD5 (not Adobe compatible by accident):

ZIP: collision1.zip / collis

HashClash

PE: collision1.exe / collisi

polycolls

-1.png / aac24:


https://github.com/corkami/collisions

SIMILARTTIES OF AL CURRENT COLLISTON ATTACKS

ALL CURRENT HASH COLLISTONS ATTACKS WORK WITH 4B ALLGNMENT:
PADDING, THEN ADDING (AT BLOCK BOUNDARIES) A NUMBER OF BLOCKS.

-) VTATHESE ATTACKS:
1= LVERY PAIR WITH THE SAME HASH WILL HAVE THE SAME LENGTH,
J- THE END OF THE FILES 15 ELTHER IDENTICAL (surmu),
OR HIGH ENTROPY, VERY SIMILAR AND ALTGNED TO b4 BYTES

(N0 SUFFLE, JUST COLLISTON BLOCKS).



LOLLISTON TYPES



AN MDS CoLLston oF NES' Ano [

0000: .y .e .S 00-00 00 00 G0-00 G0 0O 00-60 00 00 00 ooco: |G 00 00-00 00 00 G0-00 GO 00 06-00 0O 00 00
0010: 00 00 00 00-00 00 0O 00-00 00 00 00-00 0O 60 00 0010: 00 00 00 00-00 G0 G0 00-00 0P 00 00-00 00 00 00
0020: 00 00 00 00-00 00 0O 00-00 00 00 00-00 0O 00 00 0020: 00 00 0O 00-00 00 0O 0O-00 00 00 00-00 00 00 00

0030: 00 00 00 00-00 00 00 00-B7 46 38 ©9-8A 46 F1 7B Random buffer 0030: 00 00 00 00-00 00 00 00-19 71 E7 F7-09 72 FB 06




PREVENT HASH COLLISTONS!

REJECT: APPENDED DATA. (A LONG-LASTING TRADITION)
WETRD/MULTTPLE COMMENTS (WE NEED 3 OF THEM)

MIGNMENT —!

. Comment
S '—/\\ ( g ¢
(O— Signature —CComment ECoIIision}; /‘ Chunk, ) )
Padding _/._i._L‘./; ___________ 7

. variable fixed length
. length (to jump over A)

PREFI) i LU



LONC

LON

Never attribute to malice
that which can be adequately
explained by stupidity.

Robert 9. Hanlon


https://en.wikipedia.org/wiki/Hanlon%27s_razor

LN QUR SECURTTY BUBBLE,
WE EASILY FORGET THAT SOME PEOPLE
[LLDO THINGS THE POSSIBLE WORST WAY
ST BECAUSE OF SOME "TRADITIONS

MORE PREACKING IS NEEDED.
FUZZING/EATLING/ FIXING TS NOT ENOUGH - ON OUR SIDE.
SANDBOXING/HARDENING/NORMALIZING 15 AN AFTER-FIX




MAGL( AT

OPEN SUGGESUON

"
U

), St

1y

HSH [ER0

DUSLY!

- [F THERE'S NONE, DEFINE AND PREPEND ONE - MOVE THE FILE BY & BYTES
- DEFIN ASUBMAGH AT OFFSET & TF THE INTENT TS CHANGED
LW/ SQLAR: FROM DB DUMP TO FILE SYSTEM.



DUPLLCLTY

PREVENT ANY. Lk NOT, BAD THINGS WILL HAPPEN.
MISTAKES -> TOLERANCE -) OVER-TOLERANCE - DISCREPANCY.



SPECS OBSOLESCENCE

THEY DON'T EXPLAIN THE NEED FOR SECURITY.

WHY AREN T CVES REFLECTED BACK TN THE ORIGINAL DOCUMENT!
THEY DON T PREVENT PEOPLE TO SHOOT THEMSELVES TN THE FOOT.

100 MANY FORMATS/PARSERS T0 £UZ2/FATL/FIN,



il




DUPLICLTY

Let’s ask. John!
Well. . . which one?

Cena / McEnroe
Wick / Travolta / Wayne / Cleese / Carpenter
Lennon / Bonham / Williams
Kennedy / Bolton / McCain / Kerry
Deere / Rockfeller
Stewart / Oliver

Elton / Jon St




—[H A \l K \{ 0 U ’ VISUAL DOCUMENTATIONS
N @angealbertini #: \

ANY FE

ACKNOWLEGDMENTS:
PHILIPPE TEUWEN

~ D BA( K? http://www.corkami.com :
- [ ]

ANGE ALBERTINI

reverse engineering

fig
ange@corkami.com *

(

Formats de fichiers
Décisions et conséquences

Ange Albertini
ﬁ'@:‘ &ET)




